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Performance interference has been a well-known problem in datacenters and one that remains a constant
topic of discussion in the literature. Software-Defined Networking (SDN) may enable the development of
a robust solution for interference, as it allows dynamic control over resources through programmable in-
terfaces and flow-based management. However, to date, the scalability of existing SDN-based approaches
is limited, because of the number of entries required in flow tables and delays introduced. In this paper,
we propose Predictor, a scheme to scalably address performance interference in SDN-based datacenter
networks (DCNs), providing minimum bandwidth guarantees for applications and work-conservation for
providers. Two novel SDN-based algorithms are proposed to address performance interference. Scalability
is improved in Predictor as follows: first, it minimizes flow table size by controlling flows at application-
level; second, it reduces flow setup time by proactively installing rules in switches. We conducted an
extensive evaluation, in which we verify that Predictor provides (i) guaranteed and predictable network
performance for applications and their tenants; (ii) work-conserving sharing for providers; and (iii) sig-
nificant improvements over DevoFlow (the state-of-the-art SDN-based proposal for DCNs), reducing flow

table size (up to 94%) and having similar controller load and flow setup time.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

Cloud providers lack practical and efficient mechanisms to offer
bandwidth guarantees for applications [1-4]. The datacenter net-
work (DCN) is typically oversubscribed and shared in a best-effort
manner, relying on TCP to achieve high utilization and scalability.
TCP, nonetheless, does not provide robust isolation among flows
in the network [5-8]; in fact, long-lived flows with a large num-
ber of packets are privileged over small ones [9], a problem called
performance interference [10-12]. The problem is a long-term chal-
lenge, and previous work on the field [1-3,11,13-16] has allowed
important advances. In this context, we study how to address the
problem in large-scale, SDN-based datacenter networks (DCNs). We
aim at achieving minimum bandwidth guarantees for applications
and their tenants while maintaining high utilization (i.e., providing
work-conserving capabilities) in large DCNs.

Software-Defined Networking (SDN) [17] may enable the devel-
opment of a robust solution to deal with performance interference,
as it allows dynamic control over resources through programmable
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interfaces and flow-based management [18]. However, to date, the
scalability of existing SDN-based approaches is limited, because of
the number of entries required in flow tables and delays intro-
duced (mostly related to flow setup time) [18-20]. The number
of entries required in flow tables can be significantly higher than
the amount of resources available in commodity switches used in
DCNs [19,21], as such networks typically have very large flow rates
(e.g., over 16 million/s [22]). Flow setup time, in turn, is associated
with the transition between the data and control planes when-
ever a new flow arrives at a switch ! (latency for communica-
tion between switches and the controller), and the high frequency
at which flows arrive and demands change in DCNs restricts con-
troller scalability [23]. As a result, the lack of scalability hinders
the use of SDN to address interference in large DCNG.

The scalability of SDN-based datacenters could be improved by
devolving the control to the data plane, such as proposed by De-
voFlow [19] and Difane [24], but deployability is limited since they
require switches with customized hardware. Another approach
would be using a logically distributed controller, such as proposed

T We use the terms “switches” and “forwarding devices” to refer to the same set
of SDN-enabled network devices, that is, data plane devices that forward packets
based on a set of flow rules.
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by Kandoo [25]. However, it does not scale for large DCNs where
communications occur between virtual machines (VMs) connected
by different top-of-rack (ToR) switches. This happens because the
distributed set of controllers needs to maintain synchronized infor-
mation (strong consistency) for the whole network. This is neces-
sary in order to route traffic through less congested paths and to
reserve resources for applications.

We rely on two key observations to address performance inter-
ference and scalability of SDN in DCNs: (i) providers do not need
to control each flow individually, since they charge tenants based
on the amount of resources consumed by applications 2; and (ii)
congestion control in the network is expected to be proportional to
the tenant’s payment (defined in their Service Level Agreements -
SLAs) [12,13]. Therefore, we adopt a broader definition of flow, con-
sidering it at application-level,® and introduce Predictor, a scheme
for large-scale datacenters. Predictor deals with the two aforemen-
tioned challenges (namely, performance interference and scalabil-
ity of SDN/OpenFlow in DCNs) in the following manner.

Performance interference is addressed by employing two SDN-
based algorithms (described in Section 5.3) to dynamically pro-
gram the network, improving resource sharing. By doing so, both
tenants and providers have benefits. Tenants achieve predictable
network performance by receiving minimum bandwidth guaran-
tees for their applications (using Algorithm 1). Providers, in turn,
maintain high network utilization (due to work-conservation pro-
vided by Algorithm 2), essential to achieve economies of scale.

Scalability is improved in two ways. First, as we show through
measurements (Section 3), reducing flow table size also decreases
the time taken to install rules in flow tables (stored in Ternary
Content-Addressable Memory - TCAM) of switches. In the pro-
posed approach, flow table size is minimized by managing flows
at application-level and by using wildcards (when possible). This
setting allows providers to control traffic and gather statistics at
application-level for each link and device in the network.

Second, we propose to proactively install rules for intra-
application communication, guaranteeing bandwidth between VMs
of the same application. By proactively installing rules at the
moment applications are allocated, flow setup time is reduced
(which is important especially for latency-sensitive flows). Inter-
application rules, in turn, may be either proactively installed in
switches (if tenants know other applications that their applica-
tions will communicate with [11] or if the provider employs some
predictive technique [26,27]) or reactively installed according to
demands. Proactively installing rules has both benefits and draw-
backs: while flow setup time is eliminated, some flow table entries
may take longer to expire (they might be removed only when their
respective applications conclude and are deallocated). Our decision
is motivated by the fact that intra-application traffic volume is ex-
pected to be the highest type of traffic [12].

In general, Predictor’s strategy to address scalability of
SDN/OpenFlow in large-scale datacenters presents a trade-off. The
benefits are related to reducing flow table size and flow setup
time in datacenter networks. Reducing flow table size enables (i)
providers to use cheaper forwarding devices (i.e., with smaller flow
tables); and (ii) forwarding devices to install rules in a shorter
amount of time (as shown in Section 3.2). Reducing flow setup
time greatly benefits latency-sensitive applications. The drawbacks
are related to the time rules remain installed in forwarding de-
vices and the ability to perform fine-grained load balancing. First,
rules for intra-application communication (i.e., communication be-
tween VMs of the same application) are installed when applica-

2 Without loss of generality, we assume one application per tenant.
3 An application is represented by a set of VMs that consume computing and
network resources (see Section 5.1 for more details).

tions are allocated and are removed when applications conclude
their execution and are deallocated. Hence, some rules may remain
installed longer than in other proposals. Second, since rules are in-
stalled at application-level, the ability to perform fine-grained load
balancing in the network (e.g., for a flow or for a restricted set
of flows) may be reduced. Note that Predictor can also install and
manage rules at lower levels (for instance, by matching source and
destination MAC and IP fields), since it uses the OpenFlow proto-
col. Nonetheless, given the amount of resources available in com-
modity switches and the number of active flows in the network,
low-level rules need to be kept to a minimum.

Contributions. In comparison to our previous work [28], in this
paper we present a substantially improved version of Predictor,
in terms of both efficiency and resource usage. We highlight five
main contributions. First, we run experiments to motivate Predic-
tor and show that the operation of inserting rules at the TCAM
takes more time and is more variable according to flow table oc-
cupancy. Thereby, the lower the number of rules in TCAMs, the
better. Second, we extend Predictor to proactively provide inter-
application communication guarantees (rather than only reactively
providing it), which can further reduce flow setup time. Third, we
develop improved versions of the allocation and work-conserving
rate enforcement algorithms to provide better utilization of avail-
able resources (without adding significant complexity to the al-
gorithms). More specifically, we improved (i) the allocation logic
in Algorithm 1, so that resources can be better utilized without
adding significant complexity; and (ii) rate allocation for VMs in
Algorithm 2, so that all bandwidth available can be utilized if
there are demands. In our previous paper [28], there could be oc-
casions when some bandwidth would not be used even if there
were demands. Fourth, we address the design of the control plane
for Predictor, as it is an essential part of SDN to provide efficient
and dynamic control of resources. Fifth, we conduct a more exten-
sive evaluation, comparing Predictor with different modes of oper-
ation of DevoFlow [19] and considering several factors to analyze
its benefits, overheads and technical feasibility. Predictor reduces
flow table size up to 94%, offers low average flow setup time and
presents low controller load, while providing minimum bandwidth
guarantees for tenants and work-conserving sharing for providers.

The remainder of this paper is organized as follows.
Section 2 discusses related work, and Section 3 examines the
challenges of performance interference and scalability of SDN
in DCNs. Section 4 provides an overview of Predictor, while
Section 5 presents the details of the proposal (specifically re-
garding application requests, bandwidth guarantees, resource
sharing and control plane design). Section 6 presents the evalu-
ation, and Section 7 discusses generality and limitations. Finally,
Section 8 concludes the paper with final remarks and perspectives
for future work.

2. Related work

Researchers have proposed several schemes to address scalabil-
ity in large-scale, SDN-based DCNs and performance interference
among applications. Proposals related to Predictor can be divided
into three classes: OpenFlow controllers (related to scalability in
SDN-based DCNs), and deterministic and non-deterministic band-
width guarantees (related to performance interference).

OpenFlow controllers. DevoFlow [19] and DIFANE [24] propose
to devolve control to the data plane. The first one introduces new
mechanisms to make routing decisions at forwarding devices for
small flows and to detect large flows (to request controller assis-
tance to route them), while the second keeps all packets in the
data plane. These schemes, however, require more complex, cus-
tomized hardware at forwarding devices. Kandoo [25] provides a
logically distributed control plane for large networks. Nonetheless,
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it does not scale when most communications occur between VMs
located in different racks. It is so because the distributed set of
controller instances needs to maintain synchronized information
(strong consistency) for the whole DCN. This is necessary in or-
der to route traffic through less congested paths and to reserve
resources for applications. Lastly, Hedera [29] and Mahout [30] re-
quire precise statistics from the network with at most 500 ms of
interval between them to efficiently route large flows and utilize
available resources [31]. However, obtaining statistics with such
frequency is impractical in large DCNs [19]. In contrast to these
proposals, Predictor requires neither customized hardware nor pre-
cise statistics from the network with at most 500 ms of interval
between them. Furthermore, Predictor scales to the high dynamic
traffic patterns of DCNs, independently of the source and destina-
tion of communications.

Deterministic bandwidth guarantees. Silo [13], CloudMirror
[1] and Oktopus [32] provide strict bandwidth guarantees for ten-
ants by isolating applications in virtual networks. Unlike Predictor,
these approaches (i) do not provide complete work-conservation
(which may result in underutilization of resources); and (ii) ad-
dress only intra-application communication.

Proteus [26], in contrast to Predictor, needs to profile tempo-
ral network demands of applications before allocation, since it re-
quires such information for allocating applications in the infras-
tructure. Such requirement may be unrealistic for some types of
applications (e.g., ones that consume an excessive amount of re-
sources or that have requirements which depend on external fac-
tors). EyeQ [33] attempts to provide bandwidth guarantees with
work-conservation. However, different from Predictor, it cannot
provide guarantees upon core-link congestion [34] (and congestion
is not rare in DCNs [8]). Finally, Hadrian [12] introduces a strategy
that considers inter-application communication, but it (i) needs a
larger, custom packet header (hindering its deployment); (ii) does
not ensure complete work-conservation, as the maximum allowed
bandwidth is limited according to the tenant’s payment; and (iii)
requires switches to dynamically perform rate calculation (and en-
force such rate) for each flow in the network. Unlike Hadrian, Pre-
dictor provides complete work-conservation and performs rate cal-
culation at server hypervisors (freeing switches from this burden).

Li et al. [35] propose a model to ensure bandwidth guarantees,
to minimize network cost and to avoid congestion on low-cost
links for inter-datacenter traffic. Since Predictor focuses on intra-
datacenter traffic, the proposal is mostly orthogonal to ours. As a
matter of fact, Predictor could be used inside datacenters to pro-
vide bandwidth guarantees with work-conservation while Li et al.’s
proposal could be employed on the set of inter-datacenter links
belonging to the path used for communications between VMs al-
located inside different datacenters.

Non-deterministic bandwidth guarantees. Seawall [10] and
NetShare [36] share the network proportionally according to
weights assigned to VMs and tenants. Thus, they allocate band-
width at flow- and link-level. FairCloud [37] explores the trade-
off among network proportionality, minimum guarantees and high
utilization. These proposals, however, may result in substantial
management overhead (since bandwidth consumed by each flow
at each link is dynamically calculated according to the flow weight,
and large DCNs can have millions of flows per second [22]). Pre-
dictor, in contrast, reduces management overhead by considering
flows at application-level.

Varys [3], Baraat [2] and PIAS [14] seek to improve application
performance by minimizing average and tail flow completion time
(FCT). Karuna [15] minimizes FCT for non-deadline flows while en-
suring that deadline flows just meet their deadlines. Unlike Predic-
tor, none of them provide minimum bandwidth guarantees.

QJUMP [11] explores the trade-off between throughput and la-
tency. While being able to provide low latency for selected flows,

it may significantly reduce network utilization (as opposed to Pre-
dictor, which can achieve high network utilization).

Finally, Active Window Management (AWM) [38], AC/DC TCP
[8] and vCC [7] address congestion control. Specifically, AWM seeks
to minimize network delay and to keep goodput close to the net-
work capacity, while AC/DC TCP [8] and vCC [7] address unfair-
ness by performing congestion control at the virtual switch in
the hypervisor. Consequently, these three proposals are mostly or-
thogonal to Predictor, since a DCN needs both congestion con-
trol (e.g., AWM, AC/DC TCP or vCC) and bandwidth allocation (e.g.,
Predictor).

3. Motivation and research challenges

In this section, we review performance interference
(Section 3.1) and discuss the challenges of using SDN in large-scale
DCNs to build a solution for interference (Section 3.2). In the
context of SDN, we adopt an OpenFlow [39] view, since it is the
most accepted SDN implementation by Academia and Industry.
Through OpenFlow switch measurements, we quantify flow setup
time and show it can hinder scalability of SDN as a solution to the
performance interference problem.

3.1. Datacenter network sharing

Several recent measurement studies [11,13,32,40-43] concluded
that, due to performance interference, the network throughput
achieved by VMs can vary by a factor of five or more. For instance,
Grosvenor et al. [11] show that variability can worsen tail per-
formance (the worst performance in a set of executions) by 50 x
for clock synchronization (PTPd) and 85 x for key-value stores
(Memcached). As the computation typically depends on the data
received from the network [26] and the network is agnostic to
application-level requirements [3], such variability often results in
poor and unpredictable application performance [44]. In this situ-
ation, tenants end up spending more money.

Performance variability is usually associated with two factors:
type of traffic and congestion control. The type of traffic in DCNs
is remarkably different from other networks [5]. Furthermore, the
heterogeneous set of applications generates flows that are sen-
sitive to either latency or throughput [30]; throughput-intensive
flows are larger, creating contention in some links, which results in
packets from latency-sensitive flows being discarded (adding sig-
nificant latency) [9,45]. TCP congestion control (used in such net-
works), in turn, cannot ensure performance isolation among ap-
plications [8]; it only guarantees fairness among flows. Judd and
Stanley [40] show through measurements that many TCP design
assumptions do not hold in datacenter networks, leading to in-
adequate performance. While TCP can provide high utilization, it
does so very inefficiently. They conclude that the overall median
throughput of the network is low and that there is a large varia-
tion among flow throughput.

Popa et al. [37] examine two main requirements for network
sharing: (i) bandwidth guarantees for tenants and their applica-
tions; and (ii) work-conserving sharing to achieve high network
utilization for providers. In particular, these two requirements
present a trade-off: strict bandwidth guarantees may reduce uti-
lization, since applications have variable network demands over
time [26]; and a work-conserving approach means that, if there is
residual bandwidth, applications should use it as needed (even if
the available bandwidth belongs to the guarantees of another ap-
plication) [10].

In this context, SDN/OpenFlow can enable dynamic, fine-
grained network management in order to develop a robust strategy
to explore this trade-off and achieve predictable network perfor-
mance with bandwidth guarantees and work-conserving sharing.



112 D.S. Marcon et al./ Computer Networks 127 (2017) 109-125

Control channel

[etno] §

Sending link 1

Receiving link

Fig. 1. Measurement setup.

3.2. Scalability challenges of SDN/openflow in DCNs

SDN-based networks involve the control plane more frequently
than traditional networking [19]. In the context of large-scale
DCNs, this aspect leads to two scalability issues: flow setup time
(the time taken to install new flow rules in forwarding devices)
and flow table size in switches.

Flow setup time. It may add impractical delay for flows, es-
pecially for latency-sensitive ones [13] (as adding even 1 ms of
latency to these flows is intolerable [46]). As SDN relies on the
communication between network devices (data plane) and a log-
ically centralized controller (control plane), it increases (i) control
plane load and (ii) latency (sources for augmented delay). Control
plane load is increased because a typical ToR switch will have to
request rules to the controller for approximately more than 1,500
new flows per second [47] and the controller is expected to pro-
cess and reply to all requests in, at most, a few milliseconds. Con-
sequently, this may end up making both the communication with
the controller and the controller itself bottlenecks. Latency is aug-
mented because new flows are delayed at least two RTTs (i.e., com-
munication between the ASIC and the management CPU and be-
tween that CPU and the controller) [19], so that the controller can
install the appropriate rules at forwarding devices.

Experiments to measure flow setup time. We evaluated the
time taken to perform the operation of inserting rules at a switch’s
TCAM. Our measurement setup (shown in Fig. 1) consists of one
host with three 1 Gbps interfaces connected to an OpenFlow
switch (Centec v350): ethO interface is connected to the control
port and eth1 and eth2 are connected to data ports on the switch.
The switch uses OpenFlow 1.3 and has a TCAM that stores at most
2,000 rules. The host runs OpenFlow controller Ryu, which listens
for control packets on ethO.

The experiment works as follows. The switch begins with a
given number of rules installed in the TCAM (which represents its
table occupancy). The host runs a packet generator to send a sin-
gle UDP flow on ethl. This flow generates a table-miss event in
the switch (i.e., the switch does not have an appropriate rule to
handle the flow sent by the packet generator). Consequently, the
switch sends a packet_in message to the controller. Upon receiving
the packet_in, the controller processes the request and sends back
a flow_mod message with the appropriate rule to be installed in
the switch TCAM to handle the flow. Once the switch installs the
rule, it forwards the matching packets to the link connected on the
host eth2 interface. Like He et al. [48], the latency of the operation
is calculated as follows: (i) timestamp1 is recorded when the con-
troller sends the flow_mod to the switch on ethO; and (ii) times-
tamp?2 is recorded when the first packet of the flow arrives on the
host eth2 interface. Since the round-trip time (RTT) between the
switch and host is negligible in our experiments, # the latency is
calculated by subtracting timestamp1 from timestamp2.

4 While the RTT is negligible in our experiments (as the switch is directly con-
nected to the controller), it may not be the case in large-scale datacenters with
hundreds of switches.
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Fig. 2. Latency of inserting new rules according to flow table occupancy.

Fig. 2 shows the latency of inserting new rules at the TCAM (y-
axis) according to the number of rules already installed in the table
(x-axis). The experiment was executed in a baseline SDN setting
(without employing our proposal, Predictor); it was repeated 10
times; and each point in the plot represents one measured value of
one repetition and the line depicts the median value. Results show
that median latency and variability increase according to flow table
occupancy. These results are in line with previous measurements
in the literature, such as He et al. [48]. Since adding even 1ms may
be intolerable for some applications (e.g., latency-sensitive ones)
|46], reduced flow table occupancy is highly desirable in DCNs be-
cause of flow setup time.

Flow table size. Flow tables are a restricted resource in com-
modity switches, as TCAMs are typically expensive and power-
hungry [20,21,49]. Such devices usually have a limited number of
entries available for OpenFlow rules, which may not be enough
when considering that large-scale datacenter networks have an el-
evated number of active flows per second [22].

Therefore, the design of Predictor takes both flow setup time
and flow table size in switches into account. More specifically,
Predictor proactively installs rules for intra-application communi-
cation at allocation time (thereby eliminating the latency of flow
setup for most traffic in DCNs) and considers flows at application-
level (reducing the number of flow table entries and, consequently,
the time taken to install new rules in forwarding devices). We de-
tail Predictor and justify the decisions in the next sections.

4. Predictor overview

We first present an overview of Predictor, including its compo-
nents and the interactions between them in order to address the
challenge of performance interference in large-scale, SDN-based
DCNs.

Predictor is designed taking four requirements into consider-
ation: (i) scalability, (ii) resiliency, (iii) predictable and guaran-
teed network performance, and (iv) high network utilization. First,
any design for network sharing must scale to hundreds of thou-
sands of VMs and deal with heterogeneous workloads of applica-
tions (typically with bursty traffic). Second, it needs to be resilient
to churn both at flow-level (because of the rate of new flows/s
[22]) and at application-level (given the rates of application allo-
cation/deallocation observed in datacenters [10]). Third, it needs to
provide predictable and guaranteed network performance, allowing
applications to maintain a base-level of performance even when
the network is congested. Finally, any design should achieve high
network utilization, so that spare bandwidth can be used by appli-
cations with more demands than their guarantees.

Predictor is designed to fulfill the above requirements. While
providers can reduce operational costs and achieve economies
of scale, tenants can run their applications predictably (possibly
faster, reducing costs). Fig. 3 shows an overview of Predictor, which
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is composed of five components: Predictor controller, allocation
module, application information base (AIB), network information
base (NIB) and OpenFlow controller. They are discussed next.

Predictor controller. It receives requests from tenants. A re-
quest can be either an application to be allocated (whose resources
to be used are determined by the allocation module) or a so-
licitation for inter-application bandwidth guarantees (detailed in
Sections 5.1 and 5.3). In case of an incoming application, it sends
the request to the allocation module. Once the allocation is com-
pleted (or if the request is for inter-application communication),
the Predictor controller generates and sends appropriate flow rules
to the OpenFlow controller. The OpenFlow controller, then, updates
the tables (of forwarding devices) that need to be modified.

Note that the controller installs rules to identify flows at
application-level. This granularity increases neither flow setup time
nor overhead in forwarding devices. Rules for intra-application
communication are installed when the respective applications are
allocated and removed when those applications conclude and
are deallocated. Rules for inter-application communication are in-
stalled when VMs need to exchange data with VMs of other appli-
cations. This behavior, in fact, reduces overhead compared to a tra-
ditional SDN/OpenFlow setting, where rules must be installed for
each new flow in the network. This happens because large-scale
datacenters typically have millions of active flows per second. Fur-
thermore, it hinders neither network controllability for providers
nor network sharing among tenants and their applications because,
as discussed in Section 1, (a) providers charge tenants based on the
amount of resources consumed by applications; and (b) congestion
control in the network is expected to be performed at application-
level [12]. We provide more details in Sections 6 and 7.

When necessary, Predictor can also take advantage of flow man-
agement at lower levels (for instance, by matching other fields in
the OpenFlow protocol. Nonetheless, given the amount of resources
available in commodity switches and the number of flows that
come and go in a small period of time, low-level rules need to be
kept to a minimum.

Allocation Module. This component is responsible for allocat-
ing incoming applications in the datacenter infrastructure, accord-
ing to available resources. It receives requests from the Predictor
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Fig. 4. Virtual network topology of a given application.

controller, determines the set of resources to be allocated for each
new request and updates the AIB and NIB. We detail the allocation
logic in Section 5.3.1.

Application Information Base (AIB). It keeps detailed informa-
tion regarding each allocated application, including its identifier
(ID), VM-to-server mapping, IP addresses, bandwidth guarantees,
network weight (for work-conserving sharing), links being used
and other applications it communicates with. It provides informa-
tion for the Predictor controller to compute flow rules that need to
be installed in switches.

Network Information Base (NIB). It is composed of a database
of resources, including hosts, switches, links and their capabili-
ties (such as link capacity and latency). In general, it keeps in-
formation about computing and network state, received from the
OpenFlow controller (current state) and the allocation module (re-
sources used for newly allocated applications). The Predictor con-
troller uses information stored in the NIB to map logical actions
(e.g., intra- or inter-application communication) into the physical
network. While the AIB maintains information at application gran-
ularity, the NIB keeps information at network layer. The design of
the NIB was inspired by Onix [17] and PANE [50].

OpenFlow controller. It is responsible for communication
to/from forwarding devices and Open vSwitches [51] in hypervi-
sors, in order to update network state and get information from
the network (e.g., congested links and failed resources). It receives
information from the Predictor controller to modify flow tables in
forwarding devices and updates the NIB upon getting information
from the network.

Each component is installed in one or multiple dedicated
servers, as follows. The Predictor controller is a logically central-
ized system (i.e.,, multiple controller instances, one instance per
server), as discussed in Section 5.4. The allocation module is in-
stalled in a server that implements the allocation logic explained
in Section 5.3. Like the Predictor controller, AIB and NIB are im-
plemented in a logically centralized system. Finally, the OpenFlow
controller can be implemented in the same set of servers as the
Predictor controller (as it interacts frequently with the Predictor
controller) or in different server(s).

5. System description

Section 5.1 presents application requests. Section 5.2 exam-
ines how bandwidth guarantees are provided for applications.
Section 5.3 describes the mechanisms employed for resource shar-
ing (namely, resource allocation and work-conserving rate enforce-
ment). Finally, Section 5.4 details the control plane design.

5.1. Application requests

Tenants request applications to be allocated in the cloud
datacenter using the hose model (similarly to past proposals
[12,13,23,26,32]). The hose model allows to capture the seman-
tics of guarantees being offered, as shown in Fig. 4. In this model,
all VMs of an application are connected to a non-blocking virtual
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switch through dedicated bidirectional links. This represents how
tenants perceive their applications (i.e., as if they were the only
ones executing in the cloud). Each application a is represented
by its resource demands and network weight, or more formally,
(Ng, Bg, wq, commg’””). Its terms are: Ny € N* specifies the number
of VMs; B, € RT represents the bandwidth guarantees required by
each VM; wq €0, 1] indicates the network weight; and comminter is
an optional field that contains information about inter-application
communication for application a. This specification is taken as in-
put in the resource allocation algorithm (Algorithm 1) to map the
requested resources for the application in the datacenter infras-
tructure. This is similar to Virtual Network Embedding [52].

The network weight enables residual bandwidth (unallocated
or reserved bandwidth for an application and not currently being
used) to be proportionally shared among applications with more
demands than their guarantees (work-conservation). Therefore, the
total amount of bandwidth available for each VM of application a
at a given period of time, following the hose model, is denoted
by By + spare(s, vq), where spare(s, vq) identifies the share of spare
bandwidth assigned to VM v of application a (i.e., v4) located at
server s:

Wq

spare(S, V) = * SpareCapacity (1)

204V vev, Wo
where Vs denotes the set of all co-resident VMs (i.e., VMs placed
at server s), v1Vs|veVs represents the subset of VMs at server
s that need to use more bandwidth than their guarantees and
SpareCapacity indicates the residual capacity of the link that con-
nects server s to the ToR switch.

The term commi™®" is optional and allows tenants to proac-
tively request guarantees for inter-application communication
(since it would be infeasible to provide all-to-all communica-
tion guarantees between VMs in large-scale datacenters [12]).
This field represents a set composed of elements in the form
of (srcVM,, dstVMs, begTime, endTime, reqRate), Where: srcVM, de-
notes the source VM of application a; dstVMs is the set of des-
tination VMs (i.e., unicast or multicast communication from the
source VM to each destination VM); begTime and endTime rep-
resent, respectively, the time that the communication starts and
ends; and reqRate indicates the total amount of bandwidth per
second needed by flows belonging to traffic from this (these) com-
munication(s). This information will be used by Algorithm 1 to
reserve bandwidth for the specified inter-application communica-
tions when allocating the application.

By providing optional specification of inter-application commu-
nication, Predictor allows requests from tenants with or without
knowledge of application communication patterns and desired re-
sources. Application traffic patterns are often known [3,11] or can
be estimated by employing the techniques described by Lee et al.
[1], Xie et al. [26] and LaCurts et al. [27]. Note that, even if ten-
ants do not proactively request resources for communication with
other applications/services (i.e., they do not use commier), their
applications will still be allowed to reactively receive guarantees
for communication with others (as detailed in Section 5.2).

In line with past proposals [12,13,26,32], two assumptions are
made. First, we abstract away non-network resources and consider
all VMs with the same amount of CPU, memory and storage. Sec-
ond, we consider that all VMs of a given application receive the
same bandwidth guarantees (Bg).

5.2. Bandwidth guarantees

Predictor provides bandwidth guarantees for both intra- and
inter-application communication. We discuss each one next.

Intra-application network guarantees. Typically, this type of
communication represents most of the traffic in DCNs [12]. Thus,

Request for application a
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Fig. 5. Example of intra-application bandwidth guarantees.

Predictor allocates and ensures bandwidth guarantees at applica-
tion allocation time® (i.e., the moment the application is allocated
in the datacenter infrastructure) by proactively installing flow rules
and rate-limiters in the network through OpenFlow.

Each VM of a given application a is assigned a bidirectional
rate of B, (as detailed in Section 5.1). Limiting the communication
between VMs located in the same server or in the same rack is
straightforward, since it can be done locally by the Open vSwitch
at each hypervisor.

In contrast, for inter-rack communication, bandwidth must be
guaranteed throughout the network, along the path used for such
communication. Predictor provides guarantees for this traffic by
employing the concept of VM clusters. © To illustrate this concept,
Fig. 5 shows a simplified scenario where a given application a has
four clusters: ¢, 1, Cq 2, Cq 3 and cq 4. Since each VM of a can-
not send or receive data at a rate higher than B, traffic between
a pair of clusters cg x and cq y is limited by the smallest cluster:
ratec, y.cqy = Min(|cax|, [Cay|) * Ba, where ratec,,.c,, represents the
calculated bandwidth for communication between clusters ¢4 x and
Cq y (for x,y € {1,2,3,4} and x # ), and |c, ;| denotes the number
of VMs in cluster i of application a. In this case, ratec, ,.c,, iS guar-
anteed along the path used for communication between these two
clusters by rules and rate-limiters configured in forwarding devices
through OpenFlow.

We apply this strategy at each level up the topology (reserving
the minimum rate required for the communication among clus-
ters). In general, the bandwidth required by one VM cluster to
communicate with all other clusters of the same application is

5 While Predictor may overprovision bandwidth at the moment applications are
allocated, it does not waste bandwidth because of its work-conserving strategy (ex-
plained in Section 5.3.2). Without overprovisioning bandwidth at first, it would not
be feasible to provide bandwidth guarantees for applications (as DCNs are typically
oversubscribed).

6 A VM cluster is a set of VMs of the same application located in the same rack.
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given by the following expression:

|Ca,x| * Bg, Z

ceCq,C#Cax

ratec,, = min |c| * Bg VeaxeCo  (2)

where rate,, denotes the bandwidth required by cluster x to com-
municate with other clusters associated with application a and Cg
indicates the set of all clusters of application a.

Inter-application communication. Applications in datacenters
may exhibit complex communication patterns. However, providing
them with static hose guarantees does not scale for DCNs [12],
since bandwidth guarantees would have to be enforced between
all pairs of VMs. Furthermore, tenants may not know in advance
all applications/services that their applications will communicate
with.

Predictor dynamically sets up guarantees for inter-application
communication according to the needs of applications and residual
bandwidth in the network. In case guarantees were not requested
using the field comminter (as described in Section 5.1), the Predictor
controller provides two ways of establishing guarantees for com-
munication between VMs of distinct applications and services: re-
acting to new flows in the network and receiving communication
requests from applications.

Reacting to new flows in the network. Fig. 6 shows the pro-
cess of reacting to new flows in the network. When a VM (source
VM) needs to exchange data with one or more VMs of another ap-
plication, it can simply send packets to those VMs (first step in the
figure). The hypervisor (through its Open vSwitch, the forwarding
device) of the server hosting the source VM receives such packets
and, since they do not match any rule, sends a request to the con-
troller asking how to handle packets from this new flow (second
step in the figure). The Predictor controller, then, determines the
rules needed by the new flow and installs the set of rules along
the appropriate path in the network (third step in the figure). The
forwarding device, then, forwards the packets to the destination
VM along the path determined by the controller (fourth step in
the figure). In this case, the communication will have no guaran-
tees (i.e., it will be best-effort) and the maximum allowed rate will
be up to the guarantees of the VM (By), except when there is avail-
able (unused) bandwidth in the network (i.e., Predictor provides
work-conservation). The allowed rate for the VM is determined by
Algorithm 2.

Receiving communication requests from applications. Fig. 7
shows the process of receiving communication requests from ap-
plications. Prior to initiating the communication with destination
VM(s) belonging to other application(s), the source VM sends a
request to the Predictor controller for communication with VMs
from other applications (first step in the figure). This request is
composed of the set of destination VMs, the bandwidth needed
and the expected amount of time the communication will last.
Upon receiving the request, the Predictor controller verifies resid-
ual resources in the network, sends a reply to the source VM (sec-
ond step in the figure) and, in case there are enough available
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Fig. 7. Detailed process of receiving communication requests from applications for
inter-application communication.

resources, generates and installs the appropriate set of rules and
rate-limiters for this communication (third step in the figure). The
source VM, then, initiates the communication by sending packets
to the destination VMs (fourth step in the figure), and the for-
warding devices (with appropriate rules and rate-limiters already
installed by the Predictor controller) forward these packets to the
destination VMs along the path(s) determined by the controller
(fifth step in the figure). In this case, the bandwidth rate for the
communication will be guaranteed. This approach is similar to pro-
viding an API for applications to request network resources, like
PANE [50].

5.3. Resource sharing

In this section, we discuss how resources are shared among ap-
plications. In particular, we first examine the process of resource
allocation and, then, present the logic behind the work-conserving
mechanism employed by Predictor.

5.3.1. Resource allocation

The allocation process is responsible for performing admission
control and mapping application requests in the datacenter infras-
tructure. An allocation can only be made if there are enough com-
puting and network resources available [53]. That is, VMs must
only be mapped to servers with available resources, and there
must be enough residual bandwidth for communication between
VMs (as specified in the request). For simplicity, we follow related
work [13,26,32] and discuss Predictor and its allocation component
in the context of traditional tree-based topologies implemented in
current datacenters.

We design a location-aware heuristic to efficiently allocate ten-
ant applications in the infrastructure. The key principle is minimiz-
ing bandwidth for intra-application communication (thus allocat-
ing VMs of the same application as close as possible to each other),
since this type of communication generates most of the traffic in
the network (as discussed before) and DCNs typically have scarce
resources [26].

Algorithm 1 employs an online allocation strategy, allocating
one application at a time, as they arrive. It receives as input the
physical infrastructure P (composed of servers, racks, switches and
links) and the incoming application request a (formally defined in
Section 5.1 as {Ng, Bq, Wq, comm{{"er)), and works as follows. First,
it searches for the best placement in the infrastructure for the in-
coming application via dynamic programming (lines 1 - 12). To
this end, NP'(I — 1) represents the set of neighbors (directly con-
nected switches) of switch s at level [ — 1. Furthermore, three aux-
iliary data structures are defined and dynamically initialized for
each request: (i) set R? stores subgraphs with enough computing
resources for application a; (ii) V¢ stores the total number of VMs
of application a the s-rooted subgraph can hold; and (iii) C? stores
the number of VM clusters that can be formed in subgraph s. The
algorithm traverses the topology starting at rack level (level 1), up
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Algorithm 1: Location-aware algorithm.

Input : Physical infrastructure P (composed of servers, racks,
switches and links), Application a=(Ng, By, w,, comminiter)
Output: Success/Failure code allocated

// Search for the best placement in the infrastructure
1 R « &;
2 foreach level | of P do
if | == 1 then /| Top-of-Rack switches
foreach ToR r do
V# « num. available VMs in the rack;
Gt 1;
if V¢ > N then R? < R U {r};
else // Aggregation and core switches
foreach Switch s at level | do
10 Vi = Eewp oy W
n ¢« ZWG(NE(H” Cos
12 if V9 > N7 then R < R U {s};

© WO N U AW

// Proceed to the allocation
13 allocated <« failure code;
14 while Application a not allocated and R, not empty do
15 r < Select subgraph from R%;
16 R* < R\ {r};
// VM placement
17 Allocate VMs of application a at r;

// Bandwidth allocation
18 foreach Level [ from 0 to Height (r) do
Allocate bandwidth at [ according to Section 5.2 and Equation

2;
20 foreach Inter-application communication ¢ € commi™e" do

21 Allocate bandwidth for inter-application communication ¢
specified at allocation time (as defined in Section 5.1);

22 if Application was successfully allocated at r then
23 | allocated < success code

24 else allocated « failure code;

25 return allocated;

to the core, and determines subgraphs with enough available re-
sources to allocate the incoming request.

After verifying the physical infrastructure and determining pos-
sible placements, the algorithm starts the allocation phase (lines
13 - 24). First, it selects one subgraph r at a time from the set R?
to allocate the application (line 15). The selection of a candidate
subgraph takes into account the number of VM clusters. Therefore,
the selected subgraph is the one with the minimum number of
VM clusters (i.e., the best candidate), so that VMs of the same ap-
plication are allocated close to each other, reducing the amount of
bandwidth needed for communication between them (as the net-
work often represents the bottleneck when compared to comput-
ing resources [54]).

When a subgraph is selected, the algorithm allocates the ap-
plication with a coordinated node (VM-to-server, in line 17) and
link (bandwidth reservation, in lines 18 - 21) mapping, simi-
larly to the virtual network embedding problem [55]. In partic-
ular, bandwidth for intra-application communication (lines 18 -
19) is allocated through a bottom-up strategy, as follows. First, it
is reserved at servers (level 0). Then, it is reserved, in order, for
each subsequent level of the topology, according to the bandwidth
needed by communication between VMs from distinct racks that
belong to the same application (as explained in Section 5.2 and in
Eq. 2, and exemplified in Fig. 5). After that, bandwidth for inter-
application communication (that was specified at allocation time
in field committer) is allocated in lines 20 - 21 (recall that comminter
was defined in Section 5.1).

Finally, the algorithm returns a success code if application a
was allocated or a failure code otherwise (line 25). Applications
that could not be allocated upon arrival are discarded, similarly to
Amazon EC2 [56].

5.3.2. Work-Conserving rate enforcement

Predictor provides bandwidth guarantees with work-conserving
sharing. This is because only enforcing guarantees through static
provisioning leads to underutilization and fragmentation [23],
while offering work-conserving sharing only does not provide strict
guarantees for tenants [12]. Therefore, in addition to ensuring a
base-level of guaranteed rate, Predictor proportionally shares avail-
able bandwidth among applications with more demands than their
guarantees (work-conservation), as defined in Eq. (1).

We design an algorithm to periodically set the allowed rate for
each co-resident VM on a server. In order to provide smooth in-
teraction with TCP, we follow ElasticSwitch [23] and execute the
work-conserving algorithm between periods of time one order of
magnitude larger than the network round-trip time (RTT), e.g.,
10 ms instead of 1 ms.

Algorithm 2 aims at enabling smooth response to bursty traffic
(since traffic in DCNs may be highly variable over short periods of
time [4,9]). It receives as input the list of VMs (Vs) hosted on server
s, their current demands (which are determined by monitoring VM
socket buffers, similarly to Mahout [30]), their bandwidth guaran-
tees and their network weight (specified in the application request
and defined in Section 5.1).

Algorithm 2: Work-conserving rate allocation.

: Set of VMs V; allocated on server s, Current demands of VMs
demand, Bandwidth guarantees B for each VM, Network
weight w for each VM

Output: Rate nRate for each co-resident VM

Input

1 foreach v e Vi do
2 if v | V; then nRate[v] < demand[v];
3 else nRate[v] < B[v];

a residual < LinkCapacity — (3 ,y, Blv] + ¥y, demand[v]);

5 hungryVMs < v P Vs v e Vs;
6 while residual > 0 and hungryVMs not empty do
7 foreach v € hungryVMs do

8 nRate[v] <
. _ wlv] ; .
nRate[v] + min (demand[u] nRate[v], (TTVS Wil % restdual)),
9 if nRate[v] == demand|v] then
10 | hungryVMs < hungryVMs \ {v};

1 return nRate;

First, the rate for each VM is calculated based on their demands
and the guaranteed bandwidth B[v] (lines 1 - 3). In case the de-
mand of a VM is equal or lower than its bandwidth guarantees
(represented by v Vi|v e Vi), the rate is assigned and enforced (line
2), so that the exact amount of bandwidth needed for communica-
tion is used (wasting no network resources). In contrast, the guar-
antee B[v] is initially assigned to nRate[v] for each VM v e Vi with
higher demands than its guarantees (represented by v1Vs|v e Vi),
in line 3. Then, the algorithm calculates the residual bandwidth of
the link connecting the server to the ToR switch (line 4). The resid-
ual bandwidth is calculated by subtracting from the link capacity
the guarantees of VMs with higher demands than their guarantees
and the rate of VMs with equal or lower demands than their guar-
antees.

The last step establishes the bandwidth for VMs with higher
demands than their guarantees (line 5 - 10). The rate (line 8) is
determined by adding nRate[v] (initialized in line 3) and the mini-
mum bandwidth between (i) the difference of the current demand
(demand[v]) and the rate (nRate[v]); and (ii) the proportional share
of residual bandwidth the VM would be able to receive according
to its weight w[v]. Note that there is a “while” loop (lines 6 - 10)
to guarantee that all residual bandwidth is used or all demands are
satisfied. If this loop were not used, there could be occasions when
there would be unsatisfied demands even though some bandwidth
would be available.
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Fig. 8. Design of Predictor’s control plane.

With this algorithm, Predictor guarantees that VMs will not re-
ceive more bandwidth than they need (which would waste net-
work resources) and bandwidth will be fully utilized if there are
demands (work-conservation). Moreover, the algorithm has fast
convergence on bandwidth allocation and can adapt to the sig-
nificant variable communication demands of cloud applications.
Therefore, if there is available bandwidth, VMs can send traffic
bursts at a higher rate (unlike Silo [13], Predictor allows traffic
bursts with complete work-conservation).

In summary, if the demand of a VM exceeds its guaranteed
rate, data can be sent and received at least at the guaranteed rate.
Otherwise, if it does not, the unutilized bandwidth will be shared
among co-resident VMs whose traffic demands exceed their guar-
antees. We provide an extensive evaluation in Section 6 to verify
the benefits of the algorithm.

5.4. Control plane design

The control plane design of the network is an essential part of
software-defined networks, as disconnection between the control
and data planes may lead to severe packet loss and performance
degradation (forwarding devices can only operate correctly while
connected to a controller) [57,58]. Berde et al. [59] define four re-
quirements for the control plane: (i) high availability (usually five
nines [60]); (ii) global network state, as the control plane must be
aware of the entire network state to provide guarantees for ten-
ants and their applications; (iii) high throughput, to guarantee per-
formance in terms of satisfying requests even at periods of high
demands; and (iv) low latency, so that end-to-end latency for con-
trol plane communication (i.e., updating network state in response
to events) is small.

Based on these requirements, Fig. 8 shows the control plane de-
sign for Predictor. In this figure, we show, as a basic example, a
typical 2-layer tree-like topology with decoupled control and data
planes. We can see two major aspects: (i) the placement of con-
troller instances (control plane logic) as a cluster in one location
of the network (connected to all core switches); and (ii) the sepa-
ration between resources for both planes (represented by different
line styles and colors for link bandwidth), indicating out-of-band
control plane communication. We discuss them next.

Cluster of controller instances. Following WL2 [61], the con-
trol plane logic is composed of a cluster of controller instances.
There are two reasons for this. First and most important, Predic-
tor needs strong consistency among the state of its controllers to
provide network guarantees for tenants and their applications. If

instances were placed at different locations of the topology, the
amount of synchronization traffic would be unaffordable, since
DCNs typically have highly dynamic traffic patterns with variable
demands [4,5,9]. Moreover, DCNs are typically oversubscribed with
scarce bandwidth [26].

Second, the control plane is expected to scale-out (periodically
grow or shrink the number of active controller instances) accord-
ing to its load, needed for high availability and throughput. Since
DCNs usually count with multiple paths [45], one controller loca-
tion is often sufficient to meet existing requirements [62]. Further-
more, if controllers were placed at several locations, a controller
placement algorithm (e.g., Survivor [57]) would have to be exe-
cuted each time the number of instances were adjusted, which
would delay the response to data plane requests (as this is a NP-
Hard problem [62]).

Out-of-band control. Predictor uses out-of-band control to
manage the network. As the network load may change signifi-
cantly over small periods of time [22] and some links may get con-
gested [9] (due to the high oversubscription factor [63]), the con-
trol and data planes must be kept isolated from one another, so
that traffic from one plane does not interfere 7 with the other. In
other words, control plane traffic should not be impacted by rapid
changes in data plane traffic patterns (e.g., bursty traffic). Using
out-of-band control, some bandwidth of each link shared with the
data plane (or all bandwidth from links dedicated to control func-
tions) is reserved for the control plane (represented in Fig. 8 as
red dotted lines). In the next section, we show how the amount
of bandwidth reserved for the control plane affects efficiency of
Predictor.

6. Evaluation

Below, we evaluate the benefits and overheads of Predictor. We
focus on showing that Predictor (i) can scale to large SDN-based
DCNs; (ii) provides both predictable network performance (with
bandwidth guarantees) and work-conserving sharing; and (iii) out-
performs existing schemes for DCNs (the baseline SDN/OpenFlow
controller and DevoFlow [19]). Towards this end, we first describe
the environment and workload used (in Section 6.1). Then, we ex-
amine the main aspects of the implementation of Predictor (in
Section 6.2). Finally, we present the results in Section 6.3.

6.1. Setup

Environment. To show the benefits of Predictor in large-scale
cloud platforms, we developed, in Java, a discrete-time simulator
that models a multi-tenant, SDN-based shared datacenter. In our
measurements, we focus on tree-like topologies used in current
datacenters [13]. More specifically, the network topology consists
of a three-level tree topology, with 16000 machines at level 0. We
follow current schedulers and related work [64] and divide com-
puting resources of servers (corresponding to some amount of CPU,
memory and storage) into slots for hosting VMs; each server is
divided into 4 slots, resulting in a total amount of 64000 avail-
able VMs in the datacenter. Each rack is composed of 40 machines
linked to a ToR switch. Every 10 ToR switches are connected to an
aggregation switch, which, in turn, is connected to the datacenter
core switch. The capacity of each link is defined as follows: servers
are connected to ToR switches with access links of 1 Gbps; links
from racks up to aggregation switches are 10 Gbps; and aggrega-
tion switches are attached to a core switch with links of 50 Gbps.
Therefore, there is no oversubscription within each rack and 1:4

7 In oversubscribed networks, such as DCNs, where traffic may exceed link capac-
ities in some occasions, in-band control may result in network inconsistencies, as
control packets may not (or take a long time to) reach the destination.
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Fig. 9. Architecture of server-level implementation of Predictor.

oversubscription at the aggregation and core layers. This setup is
in line with prior work [12,13,26].

Workload. The workload is composed of incoming applications
to be allocated in the datacenter. They arrive over time, which
means Predictor employs an online allocation strategy (as de-
fined in Section 5.3.1). For pragmatic reasons and lack of publicly
available traces, we could not obtain realistic workloads for large-
scale cloud datacenters. Therefore, we generated the workload
according to the measurements of related work [10,12,22,26].
Following the results of prior studies in datacenters [14,15], we
consider a heterogeneous set of applications, including MapReduce
and Web Services. Each application a is represented as a tuple
(Na,Ba,wa,commg”m), defined in Section 5.1. The values were
generated as follows. The number of VMs in application a (Ng)
is exponentially distributed around a mean of 49 VMs (following
measurements from Shieh et al. [10]). The maximum guaranteed
bandwidth rate of each VM in application a (B;) was generated
by reverse engineering the traces used by Benson et al. [22] and
Kandula et al. [47]. More specifically, we used their measure-
ments related to inter-arrival flow-time and flow-size at servers
to generate and simulate network demands of applications. Unless
otherwise specified, of all traffic in the network, 20% of flows
are destined to other applications (following measurements from
Ballani et al. [12]) and 1% is classified as large flows (following
information from Abts et al. [9]). We pick the destination of
each flow by first determining whether it is an intra- or inter-
application flow and then uniformly selecting a destination. Finally,
the weight w, of each application a is uniformly distributed in the
interval [0, 1].

6.2. Implementation aspects of predictor

Fig. 9 shows the architecture of the server-level implementation
of Predictor. As described by Pfaff et al. [51], the virtual machines
allocated on the server send and receive packets to/from the net-
work through the hypervisor, using an Open vSwitch. Using the ar-
chitecture proposed by Pfaff et al. as a basis, we implemented a lo-
cal controller which directly communicates with the Open vSwitch.
Together, the Open vSwitch and the local controller are responsible
for handling all traffic to/from local virtual machines.

This architecture leverages the relatively large amount of pro-
cessing power at end-hosts [65] in the datacenter to implement
two key aspects of Predictor (following the description presented
in the previous sections): (i) identifying flows at application-level;
and (ii) providing network guarantees and dynamically enforcing
rates for VMs. Both aspects are discussed next.

First, to perform application-level flow identification, Predic-
tor utilizes Multiprotocol Label Switching (MPLS). More specifi-

cally, applications are identified in OpenFlow rules (at the Open
vSwitch) through the label field in the MPLS header. The MPLS
label is composed of 20 bits, which allows Predictor to identify
1,048,576 different applications. The complete operation of iden-
tifying and routing packets at application-level works as follows.
For each packet received from the source VM, the Open vSwitch
(controlled via the OpenFlow protocol) in the source hypervi-
sor pushes a MPLS header (four bytes) with an ID in the label
field (the application ID of the source VM for intra-application
communication or a composite ID for inter-application commu-
nication). Subsequent switches in the network use MPLS label
and IP source and destination addresses (which may be wild-
carded, depending on the possibilities of routing) matching fields
to choose the correct output port to forward incoming pack-
ets. When packets arrive at the destination hypervisor, the Open
vSwitch pops the MPLS header and forwards the packet to the
correct VM.

Second, the local controller at each server performs rate-
limiting of VMs. More precisely, the local controller dynamically
sets the allowed rate for each hosted VM by installing the ap-
propriate rules and rate-limiters at the Open vSwitch. The rate is
calculated by Algorithm 2, discussed in Section 5.3.2. Using this
strategy, Predictor can reduce rate-limiting overhead when com-
pared to previous schemes (e.g., Silo [13], Hadrian [12], CloudMir-
ror [1] and ElasticSwitch [23]), for it only rate-limits the source
VM while other schemes rate-limit each pair of source-destination
VMs.

6.3. Results

Next, we explain the behavior of the three schemes we are
comparing against each other (Predictor, DevoFlow and the base-
line). Then, we show the results of the evaluation: (i) we examine
the scalability of employing Predictor on large SDN-based DCNs;
and (ii) we verify bandwidth guarantees and predictability.

Comparison. We compare Predictor with the baseline
SDN/OpenFlow controller and the state-of-the-art controller
for DCNs (DevoFlow [19]). Before showing the results, we briefly
explain the behavior of Predictor, the baseline and DevoFlow.

In Predictor, bandwidth for intra-application communication is
guaranteed at allocation time. For inter-application communica-
tion guarantees, we consider two modes of operation, as follows.
The first one is called Proactive Inter-Application Communication
(PIAC), in which tenants specify in the request all other applica-
tions that their applications will communicate with (by using the
field commiMer, as explained in Section 5.1). The second one is
called Reactive Inter-Application Communication (RIAC), in which
rules for inter-application traffic are installed by the controller by
either reacting to new flows in the network or receiving commu-
nication requests from applications, as defined in Section 5.2. Note
that both modes correspond to the extremes for inter-application
communication: while PIAC considers that all inter-application
communication is specified at allocation time, RIAC considers the
opposite. Furthermore, we highlight that both modes result in the
same number of rules in devices, but differ in controller load and
flow setup time (results are shown below).

In the baseline, switches forward to the controller packets that
do not match any rule in the flow table (we consider the de-
fault behavior of OpenFlow versions 1.3 and 1.4 upon a table-miss
event). The controller, then, responds with the appropriate set of
rules specifically designed to handle the new flow.

DevoFlow considers flows at the same granularity than the
baseline, thus generating a similar number of rules in forwarding
devices. However, forwarding devices rely on more powerful hard-
ware and templates to generate rules for small flows without in-
volving the controller. For large flows, DevoFlow has two modes
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Fig. 10. Maximum number of rules (that were observed in the experiments) in for-
warding devices.

of operation. DevoFlow Triggers requires switches to identify large
flows and ask the controller for appropriate rules for these flows
(i.e., only packets of large flows are forwarded to the controller).
DevoFlow Statistics, in turn, requires forwarding devices to send
the controller uniformly chosen samples (packets), typically at a
rate of 1/1000 packets, so that the controller itself identifies and
generates rules for large flows. In summary, both DevoFlow modes
generate the same number of rules in devices, but differ in con-
troller load and flow setup time.

Scalability metrics. We use four metrics to verify the scalability
of Predictor in SDN-based datacenter networks: number of rules in
flow tables, controller load, impact of reserved control plane band-
width and flow setup time. These are typically the factors that re-
strict scalability the most [18,23].

Reduced number of flow table entries. Fig. 10 shows how net-
work load (measured in new flows/second per rack) affects flow
table occupancy in forwarding devices. More precisely, the plots in
Fig. 10(a), (b) and (c) show, respectively, the maximum number of

entries observed in our experiments 8 that are required in any hy-
pervisor, ToR and aggregation switch for a given average rate of
new flows at each rack (results for core devices are not shown, as
they are similar for all three schemes).

In all three plots, we see that the average number of arriving
flows during an experiment affects directly the number of rules
needed in devices. These results are explained by the fact that the
number of different flows that pass through forwarding devices
is large and may quickly increase due to the elevated number of
end-hosts (VMs) and arriving flows in the network. Overall, the in-
crease of the total number of flows requires more rules for the
correct operation of the network (according to the needs of ten-
ants) and enables richer communication patterns (representative
of cloud datacenters [12]). Note that the number of rules for the
baseline and DevoFlow is similar because (i) they consider flows at
the same granularity; and (ii) the same default timeout for rules
was adopted for all three schemes.

The results show that Predictor substantially outperforms De-
voFlow and the baseline (especially for realistic numbers of new
flows in large-scale DCNs, i.e., higher than 1,500 new flows/second
per rack [23]). More importantly, the curves representing Predictor
have a smaller growing factor than the ones for DevoFlow and the
baseline. The observed improvement happens because Predictor
manages flows at application-level and also wildcards the source
and destination addresses in rules when possible (as explained in
Section 6.2). Considering an average number of new flows/second
per rack between 100 and 6,000, the improvements provided by
Predictor are between 92-95% for hypervisors, 76-79% for racks
and 32-40% for aggregation switches. More specifically, for a real-
istic number between 1,500 and 2,000 new flows/second per rack,
Predictor reduces the number of rules up to 94% in hypervisors,
78% in ToRs and 37% in aggregation devices. In core devices, the
reduction is negligible (around 1%), because (a) a high number of
flows does not need to traverse core links to reach their destina-
tions, thus the baseline and DevoFlow do not install many rules
in core devices, while Predictor installs application-level rules; and
(b) Predictor proactively installs rules for intra-application traffic
(while other schemes install rules reactively).

Since Predictor considers flows at application-level and inter-
application flows may require rules at a lower granularity (e.g., by
matching MAC and IP fields), we now analyze how the number
of inter-application flows affects the number of rules in forward-
ing devices for Predictor (previous results considered 20% of inter-
application flows, a realistic percentage according to the literature
[12]). Note that we only show results for Predictor because the per-
centage of inter-application flows does not impact the number of
rules in forwarding devices for the baseline and DevoFlow.

Fig. 11 shows the maximum number of entries in hypervisors,
ToR, aggregation and core devices observed in our experiments (y-
axis) for a given percentage of inter-application flows (x-axis), con-
sidering an average of 1,500 new flows/second per rack. As ex-
pected, we see that the number of rules in devices increases ac-
cording to the number of inter-application flows. This happens be-
cause this type of communication often involves a restricted sub-
set of VMs from different applications. Therefore, Predictor may
not install application-level rules for these flows and may end up
installing lower-granularity ones (e.g., by matching the IP field).
Nonetheless, application-level rules address most of the traffic in
the DCN.

Moreover, the number of rules in aggregation and, in particu-
lar, in core switches is higher than in ToR devices and in hyper-

8 Since flow table capacity of current available OpenFlow-enabled switches
ranges from one thousand [66] to around one million entries [67], the observed
values during the experiments are within acceptable ranges.
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visors. It is so because core switches interconnect several aggre-
gation switches and, as time passes, the arrival and departure of
applications lead to dispersion of available resources in the infras-
tructure. In this context, VMs from different applications (allocated
in distinct ToRs) communicate with each other through paths that
use aggregation and core switches.

In general, Predictor reduces the number of rules installed in
forwarding devices, which can (i) improve hypervisor performance
(as measured by LaCurts et al. [27]); (ii) minimize the amount of
TCAM occupied by rules in switches (TCAMs are a very expensive
resource [21] and consume a high amount of power [68]); and (iii)
minimize the time needed to install new rules in TCAMs, as mea-
sured in Section 3.

Low controller load. As DCNs typically have high load, the con-
troller should handle flow setups efficiently. Fig. 12 shows the re-
quired capacity in number of messages/s for the controller. For bet-
ter visualization, the y-axis is represented in logarithmic scale, as
the values differ significantly for different schemes. As expected,
the number of messages sent to the controller increases according
to the average number of new flows/s per rack (except for Pre-
dictor PIAC and DevoFlow Statistics). The controller must set up
network paths and allocate resources according to arriving flows
(flows without matching rules in forwarding devices).

The baseline imposes a higher load to its controller than other
schemes. DevoFlow Statistics requires a regular load to its con-
troller, independently of the number of flows, as the number of
messages sent by forwarding devices to the controller depends
only on the amount of traffic in the network DevoFlow Triggers,
in turn, only needs controller intervention to install rules for large
flows (at the cost of more powerful hardware at forwarding de-
vices). Thus, it significantly reduces controller load, but may also
reduce controller knowledge of (i) network load and (ii) flow table
state in switches. Predictor RIAC proactively installs application-
level rules for intra-application communication at allocation time
and reactively sends rules for inter-application traffic upon receiv-

ing communication requests, which reduces the number of flow
requests when compared to the baseline (~91%) but increases it
in comparison to DevoFlow Triggers ( ~ 8%). Finally, Predictor PIAC
receives fine-grained information about intra- and inter-application
communication at application allocation time, proactively installing
the respective rules when needed. Therefore, controller load can
be significantly reduced (i.e., the controller receives requests only
when applications are allocated) without hurting knowledge of
network state, but at the cost of some burden on tenants (as they
need to specify inter-application communication at allocation time
for Predictor PIAC).

Recall that the Predictor modes under evaluation correspond to
extremes. Therefore, in practice, we expect that Predictor controller
load will be between the results shown for PIAC and RIAC. More-
over, we do not show results for controller load varying the num-
ber of large flows because results are the same for both modes
(and also for the baseline and DevoFlow Statistics). DevoFlow Trig-
gers, however, imposes a higher load to its controller as the num-
ber of large flows increases (Fig. 12 depicted results for a realistic
value of 1% of large flows).

So, in both modes, the Predictor controller is aware of most
of the traffic (at application-level) and performs fine-grained con-
trol. In contrast, DevoFlow Triggers has knowledge of only large
flows (approximately 50% of the total traffic volume [22]) and De-
voFlow Statistics has partial knowledge of network traffic with a
high number of messages sent to the controller. Note that, despite
these benefits, there are some drawbacks related to the time rules
remain installed in forwarding devices and the ability to perform
fine-grained load balancing. First, rules for intra-application com-
munication are installed when applications are allocated and are
removed when applications conclude their execution and are deal-
located. Hence, some rules may remain installed more time than in
a baseline setting. Second, since rules are installed at application-
level, the ability to perform fine-grained load balancing in the net-
work (e.g., for a flow or for a restricted set of flows) may be re-
duced.

Impact of control plane bandwidth. SDN separates the control
and data planes. Ideally, control plane communication is expected
to be isolated from data plane traffic, avoiding cross-interference.
In this context, the bandwidth it requires varies: the more dy-
namic the network, the more control plane traffic may be required
for updating network state and getting information from forward-
ing devices. We evaluate the impact of reserving some amount of
bandwidth (5%, 10%, 15%, 20%, 25% and 30%) on data plane links
to the control plane and compare it with a baseline value of 0%
(which represents no bandwidth reservation for the control plane).
In other words, we want to verify how the acceptance ratio of ap-
plications (y-axis) is affected according to the amount of band-
width reserved for the control plane (x-axis), since the network
is the bottleneck in comparison to computing resources [26,54].
Fig. 13 confirms that acceptance ratio of requests decreases accord-
ing to the amount of bandwidth available for the control plane
(clearly, more bandwidth for the control plane means less band-
width for the data plane). Nonetheless, this reduction is small,
even for a worst-case scenario: reserving 30% of bandwidth on
data plane links for the control plane results in accepting around
9% fewer requests.

Therefore, depending on the configuration, SDN may affect DCN
resource utilization and, consequently, provider revenue. There are
two main reasons: (i) it involves the control plane more frequently
[19]; and (ii) switches are constantly exchanging data with the
controller (for both flow setup and the controller to get updated
information about network state). In this context, the amount of
bandwidth required for the control plane for flow setup is directly
proportional to the number of requests to the controller (Fig. 12).
In our experiments, switches were configured to send the first



D.S. Marcon et al./ Computer Networks 127 (2017) 109-125 121

81

79
78
77
76
75
74
73
72
71

Acceptance ratio (%)

0 5 10 15 20 25 30
Bandwidth reserved for the control plane (%)

Fig. 13. Impact of reserved bandwidth for the control plane on acceptance ratio of
requests (error bars show 95% confidence interval).

Q100 100
E Minimum
= Average
g 80 [ Maximum 9
5] 70.55
5]
W)
2 60
o
= 40.67
=l 40 :
3]
N
S
g 20
10
-
5 5.1
:2 0 0,00 0,2 1.5 1.5 3.1
Py, P, D, D, B
eqj, Teq;, ey, ey, asa):
dlcror\ ey, oj%w 01’70”, line

T r\R[AC = Stayy. STy
IS[ICS ggers

Fig. 14. Flow setup time (normalized by the maximum flow setup time of the base-
line) introduced by the SDN paradigm for new flows.

128 bytes of the first packet of new flows to the controller (in-
stead of sending the whole packet). With this configuration and
for a realistic number of new flows/s per rack (i.e., 1,500 new
flows), the bandwidth required by the controller for flow setup
for each scheme was at most the following: 1 Mbps for Predictor
PIAC, 15 Mbps for Predictor RIAC, 2 Mbps for DevoFlow Triggers,
173 Mbps for DevoFlow Statistics and 166 Mbps for the baseline.
Even though Predictor may require more bandwidth for its control
plane than DevoFlow in some occasions, it has better knowledge
of current network state and does not need customized hardware
at forwarding devices.

Reduced flow setup time. The SDN paradigm typically intro-
duces additional latency for the first packet of new flows; tradi-
tional SDN implementations (e.g., baseline) delay new flows for at
least two RTTs in forwarding devices (communication between the
ASIC and the management CPU and between that CPU and the con-
troller)® [19].

The results in Fig. 14 show the minimum, average and maxi-
mum flow setup time (additional latency) for the schemes being
compared, during the execution of the experiments. For a better
comparison, latency values are normalized (and shown in a scale
from O to 100) according to the maximum value of the baseline
(i.e., the highest value in our measurements). Predictor PIAC proac-
tively installs rules for (a) intra-application traffic at allocation
time and (b) for inter-application traffic before the communication
starts (due to the information provided in the application request).
Thus, it has no additional latency for new flows. Predictor RIAC, in
turn, presents no additional latency for most of the flows (due to
the proactive installation of rules for intra-application communica-
tion). However, it introduces some delay for inter-application flows
(maximum measured latency was around 80% of the maximum for

9 For a detailed study of latency in SDN, the interested reader may refer to
Phemius et al. [69]..
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the baseline). As both Predictor modes correspond to extremes, re-
sults will actually be somewhere between RIAC and PIAC. That is,
the level of information regarding inter-application communication
in application requests will vary, thus eliminating flow setup time
for some inter-application flows.

In DevoFlow Statistics, forwarding devices generate rules for
all flows in the network. In other words, most of the latency is
composed of the time taken for communication between the ASIC
and the management CPU when a new flow is detected. Later on,
the controller installs specific rules for large flows when it iden-
tifies such flows. Thus, this scheme typically introduces low addi-
tional latency. In the case of DevoFlow Triggers, large flows require
controller assistance (thereby increasing additional latency), while
small flows are handled by the forwarding devices themselves (low
additional latency).

Finally, the baseline requires that forwarding devices always ask
for controller assistance to handle new flows, resulting in increased
control traffic and flow setup time in comparison to Predictor and
DevoFlow.

After verifying the feasibility of employing Predictor on large-
scale, SDN-based DCNs (i.e., the benefits provided by Predictor, as
well as the overheads), we turn our focus to the challenge of band-
width sharing unfairness. In particular, we show that Predictor (i)
proportionally shares available bandwidth; (ii) provides minimum
bandwidth guarantees for applications; and (iii) provides work-
conserving sharing under worst-case scenarios, achieving both pre-
dictability for tenants and high utilization for providers.

Impact of weights on proportional sharing. Before demon-
strating that Predictor provides minimum guarantees with work-
conserving sharing, we evaluate the impact of weights when pro-
portionally sharing available bandwidth. More specifically, we first
want to confirm that available bandwidth is proportionally shared
according to the weights assigned to applications and their VMs.

Toward this end, Fig. 15 shows, during a predefined period of
time, three VMs from different applications allocated on a given
server. These VMs have the same demands and guarantees (blue
and red lines, respectively), but different weights (0.2, 0.4 and 0.6,
respectively). Note that at instants 87 s, 118 s and 197 s, there
is rapid change in bandwidth demands (blue line) of these VMs.
This change reflects in the allocated bandwidth rate for each VM
(pink, brown and green lines). We verify that, in case the sum of
all three VM demands do not exceed the link capacity (1 Gbps),
all VMs have their demands satisfied (e.g., between 1 s - 86 s and
118 s - 197 s), independently of their guarantees. In contrast, if the
sum of demands exceed the link capacity, each VM gets a share of
available bandwidth (i.e., more than its guarantees) according to its
weight (the higher the weight, the more bandwidth it gets). Note
that, in this case, the rate of each VM stabilizes (between 87 s -
117 s and 197 s - 500 s) because, as the sum of demands exceed
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Fig. 16. Bandwidth rate achieved by the set of VMs allocated on a given server
during a predefined period of time.

the link capacity (and VMs have the same demands and guaran-
tees), the only factor that impacts available bandwidth sharing is
the weight. In general, the results show that the use of weights
enables proportional sharing.

Minimum bandwidth guarantees for VMs. We define it as fol-
lows: the VM rate should be (a) at least the guaranteed rate if the
demand is equal or higher than the guarantees; or (b) equal to
the demand if it is lower than the guarantees. To illustrate this
point, we show, in Fig. 16, the set of VMs (in this case, three
VMs from different applications) allocated on a given server dur-
ing a predefined time period of an experiment. Note that VM 1
[Fig. 16(a)] and VM 3 [Fig. 16(c)] have similar guarantees, but re-
ceive different rates (“used bandwidth”) when their demands ex-
ceed the guarantees (e.g., after 273 s). This happens because they
have different network weights (0.17 and 0.59, respectively), and
the rate is calculated considering the demands, bandwidth guar-
antees, network weight and residual bandwidth. Moreover, we see
(from Figs. 15 and 16) that VMs may not get the desired rate to
satisfy all of their demands instantaneously (when their demands
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Fig. 17. Work-conserving sharing on the server holding the set of VMs from Fig. 16.

exceed their guarantees) because (i) the link capacity is limited;
and (ii) available bandwidth is proportionally shared among VMs.

In summary, we see that Predictor provides minimum band-
width guarantees for VMs, since the actual rate of each VM is al-
ways equal or higher than the minimum between the demands
and the guarantees. Therefore, applications have minimum band-
width guarantees and, thus, can achieve predictable network per-
formance.

Work-conserving sharing. Bandwidth which is not allocated,
or allocated but not currently used, should be proportionally
shared among other VMs with more demands than their guar-
antees (according to the weights of each application, using
Algorithm 2). Fig. 17 shows the aggregate bandwidth '° on the
server holding the set of VMs in Fig. 16. In these two figures,
we verify that Predictor provides work-conserving sharing in the
network, as VMs can receive more bandwidth (if their demands
are higher than their guarantees) when there is spare bandwidth.
Thus, providers can achieve high network utilization. Furthermore,
by providing work-conserving sharing, Predictor offers high re-
sponsiveness ! to changes in bandwidth requirements of applica-
tions.

In general, Predictor provides significant improvements over
DevoFlow, as it allows high utilization and fine-grained manage-
ment in the network for providers and predictability with guaran-
tees for tenants and their applications. As a side effect, Predictor
may have higher controller load than DevoFlow (the cost of pro-
viding fine-grained management in the network without imposing
to tenants the burden of specifying inter-application communica-
tion at allocation time).

7. Discussion

After evaluating Predictor, we discuss its generality and limita-
tions.

Application-level flow identification. In our proof-of-concept
implementation, Predictor identifies flows at application-level
through the MPLS label (application ID with 20 bits). Therefore,
it needs a MPLS header in each packet (adding four bytes of over-
head). In practice, there are at least two other options to provide
such functionality. First, when considering the matching fields de-
fined by OpenFlow, application-level flows could also be identified
by utilizing IEEE standard 802.1ad (Q-in-Q) with double VLAN tag-
ging. The advantage of double tagging is a higher number of IDs
available (24 bits), while the drawback is an overhead of eight

10 Note that Predictor considers only bandwidth guarantees when allocating VMs
(i.e., it does not take into account temporal demands). Therefore, even though the
sum of temporal demands of all VMs allocated on a given server may exceed the
server link capacity, the sum of bandwidth guarantees of these VMs will not exceed
the link capacity.

11 Responsiveness is a critical aspect of cloud guarantees [70].
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bytes (two VLAN headers) per packet. Second, application-level
flows could be identified by using OpenFlow Extensible Match
(OXM)'? to define a unique match field for this purpose. Nonethe-
less, this method is less flexible, as it requires (i) switch support
for OXM; and (ii) programming to add a new matching field in for-
warding devices.

Topology-awareness. Even though Algorithm 1 was specif-
ically designed for tree-like topologies, the proposed strat-
egy is topology-agnostic. Therefore, we simply need to replace
Algorithm 1 to employ Predictor in DCNs with other types of in-
terconnections. We used a tree-like placement algorithm in this
paper for three reasons. First, currently most providers implement
DCNs as (oversubscribed) trees, since they can control the over-
subscription factor more easily with this type of structure (in or-
der to achieve economies of scale). Second, by using an algorithm
specially developed for a particular structure, we can enable bet-
ter use of resources. Thus, we show more clearly the benefits and
overheads of the proposed strategy. Third, we used tree topologies
for the sake of explanation, as it is easier to explain and to under-
stand how bandwidth is allocated and shared among VMs of the
same application in this kind of topology (e.g., in Fig. 5) than, for
example, in random graphs.

Dynamic rate allocation with feedback from the network.
The designed work-conserving algorithm does not take into ac-
count network feedback provided by the OpenFlow module. This
design choice was deliberately made; we aim at reducing man-
agement traffic in the network, since DCNs are typically oversub-
scribed networks with scarce resources [26]. Nonetheless, the al-
gorithm could be extended to consider feedback, which would fur-
ther help controlling the bandwidth used by flows traversing con-
gested links.

Application ID management. Predictor controller assigns IDs
for applications (in order to identify flows at application-level)
upon allocation and releases IDs upon deallocation. Therefore, ID
management is straightforward, as Predictor has full control over
which IDs are in use at each period of time.

Application request abstraction. Currently, Predictor only sup-
ports the hose model [71]. Nonetheless, it can use extra control
applications (one for each abstraction) (i) to parse requests speci-
fied with other models (e.g., TAG [1] and hierarchical hose model
[12]); and (ii) to install rules accordingly. With other abstractions,
Predictor would employ the same sharing mechanism (Section 5.3).
Thus, it would provide the same level of guarantees.

8. Conclusion

Datacenter networks are typically shared in a best-effort man-
ner, resulting in interference among applications. SDN may enable
the development of a robust solution for interference. However, the
scalability of SDN-based proposals is limited, because of flow setup
time and the number of entries required in flow tables.

We have introduced Predictor in order to scalably provide pre-
dictable and guaranteed performance for applications in SDN-
based DCNs. Performance interference is addressed by using two
novel SDN-based algorithms. Scalability is tackled as follows: (i)
flow setup time is reduced by proactively installing rules for intra-
application communication at allocation time (since this type of
communication represents most of the traffic in DCNs); and (ii) the
number of rules in forwarding devices is minimized by managing
flows at application-level. Evaluation results show the benefits of
Predictor. First, it provides minimum bandwidth guarantees with
work-conserving sharing (successfully solving performance inter-
ference). Second, it eliminates flow setup time for most traffic in

12 OXM was introduced in OpenFlow version 1.2 and currently is supported by
several commercial forwarding devices.

the network and significantly reduces flow table size (up to 94%),
while keeping low controller load (successfully dealing with scal-
ability of SDN-based DCNs). In future work, we intend to evalu-
ate Predictor on Flexplane [72] and on a testbed (such as CloudLab
[73]).
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